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Abstract- Advances in cyber-physical systems, cloud
computing, and the Internet of Things have also
transformed smart city applications. To glean
meaningful information from huge datasets for the
Internet of Things, artificial intelligence—
particularly machine learning and deep learning—
must be incorporated. Moreover, the speedy
adoption of blockchain technology boosts the
ecosystem development in smart cities. This paper
explores how the intersection of the blockchain and
artificial intelligence can act as a driver for
sustainable 10T applications and proposes a cloud
and loT device-based information processing system.
Data is backed by distributed ledger technology
while a layered architecture enables secure smart city
apps. The study details existing barriers to adoption
along with future research directions relevant to
sustainable 10T advancements.

Indexed Terms- Blockchain, Artificial Intelligence,
10T, Cloud Computing, Sustainable Computing and
Smart Cities.

I INTRODUCTION

The innovative features and benefits of the Internet of
Things (loT) have gotten a lot of attention from
researchers and academics as well as entrepreneurs
lately due to the emergence of various smart city
applications such as smart security, since IoT connects
a wide variety of sensors and devices, including as
systems, it can create a broad network, allowing
systematic and automated control of communication,
the process, and exciting processes and regulation and
observation without the need for human interference.
Several digital technologies, such as wireless networks
(4G/5G), cloud computing, cyber-physical systems,
among others, have also been integrated as
fundamental drivers of the increasing adoption of the
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term in context of Internet of Things [1-4].
Additionally, Al is a significant tech avenue for
gaining new insights that enhance the user-friendliness
of these smart cities. Right alongside blockchain
technology has gained some notice recently as a set of
breakthroughs that could improve existing smart city
applications, create new ideas and models, and
disrupt entire application workflows. Example: By
providing a common decentralized distributed ledger,
blockchain can improve the transparency, trust, safety,
security and privacy of many processes [5-7]. The
evolution of 1.0-4.0 stages for blockchain shown in
Figure 1 is now designed to introduce different
prospects (features, functionalities, challenges,
advantages, and security) [8-10].
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Figure 1. Conventional diagram of Cloud based 10T
for Smart city [11]

The original stage of development, referred to as
Blockchain 1.0, was first used to the well-liked
cryptocurrency Bitcoin. 9. Version 2.0 of this
explained the concept of small executable user
applications along with smart contracts that do interact
inside the Ethereum blockchain system to kick off
certain automated programs and produce accurate
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decisions. 10. It is a salient feature of these programs,
that they run by themselves, based on pre-established
logic and criteria (including time, ruling,
performance, and verification policies) [12-15]. So
this makes the early versions only utilize the open
blockchain network but are unable to retain a large
amount of content in the distributed database of the
network [16-18]. But, data keeps getting created and
stored and all Ethereum and Bitcoin programs are
public. Hence, the requirement is to store huge data in
various storage volumes such as data banks and
clouds. As a result, Blockchain 3.0 became a new
improved platform for the blockchain. By using the
decentralization idea, this will store vast volumes of
information and lawfully support a wide range of
transmission methods [19-21]. Twelve Nevertheless,
only a dozen applications use one server with
restricted storage, while the code in distributed apps
keeps many servers up and coming. 13. Even though
Blockchain 3.0 can bring the advantages of allowing
programmers to write software in any language, there
are no networks present a range of security challenges,
including authentication, authorization, and user
access management [22-25]. Designed to overcome
the industrial limitations and challenges for practical
applications, Blockchain 4.0 was born. 14 This
generation or iteration of top-notch tech seeks to bring
intrusive the blockchain process within the industrial
sector and showcase the way it may be utilized to
enhance and fast-track Real-world applications within
a delegated, secure manner [26-28]. Thus, they not
only provide innovative solutions but also bridge the
gap between industrial applications and information
technology. The Basics of Blockchain Technology
Blockchain technology is still relatively new and it has
made significant progress in several fields including
business, healthcare, which is the Internet of Things.
16, 17 Blockchain 5.0, after huge improvements in
previous versions, aims to pave the way for the need
of the apps of the future through standardization,
regulation, and formalization of digital lifelines.
Hence, owning Blockchain 5.0 is increasingly
becoming the most valuable thing in the contemporary
world. Blockchain 5.0 aims at shifting through the
next wave of 10T serve that is decentralized, through
the use of artificial intelligence while still ensuring
data privacy, security, and interoperability [29-31].
Research communities are building version 5.0 to
better meet usability standards. These cutting-edge
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ingenious products and services are providing her the
smart and excellent mechanisms that improve her
quality of life despite the fact in [32-34]. We present a
layered framework for a blockchain conceptual design
detail for Internet of Things applications based upon
our deliberation. The developed framework employs
the use of Al to process data and produce insights. It
also deploys cutting-edge digital technology to keep
the framework operating. Monitoring is made possible
by a distributed blockchain-based framework that
tracks a variety of internet-connected devices and
sensors [35-37]. These intelligent 10T sensors other
gadgets can use smart contracts to communicate—
they have no central authority to confirm interactions.
The proposed system's primary goal is to minimize
computational power requirement upon peak activity
and conserve energy at idle operation, using green
energy sources [38-40]. It also evaluate some potential
uses and point out some potential problems with the
proposed model. In conclusion, the goals of the study
presented here are as follows:

e To give a short overview of the brief overview of
the relationship between blockchain and Al and
how does these two technologies can be use
together for produing smart green Internet of
Things applications.

e To reveal a novel creative concept framework that
promotes smart use of artificial intelligence,
Internet-of-Things applications, and blockchain
cloud computing. * To discuss the findings of the
framework by identifying issues and potential
pathways.

The rest of the paper is organized as follows: Section
2 reviews related work. Section 3 introduces the
interplay of blockchain, artificial intelligence, and
other digital technologies. Inspired by a clever
conceptual framework, we presented a blockchain
layered architecture for smart and sustainable Internet
of Things applications. Section 5 ends this work with
future research directions. In Section 4 we explore
different usages of the framework, noting the work,
problems and challenges that have been posed.

. LITERATURE SURVEY
Blockchain technology is one of the most popular

modern research topics right now as it attracts a lot of
attention from many companies and researchers
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because of the many advantages it offers over the
existing alternatives. In [41-44]Fields like blockchain,
loT and specifically artificial intelligence have been
significantly enhanced till now. A systematic review
of blockchain technology in Industry 4.0 was given in
[45-47]. The authors study important use cases of
blockchain technology, their security, private
requirements, and common risks with potential
countermeasures. They reviewed and classified
different privacy and security approaches employed
by Industry 4.0 driven applications with enhanced
security mechanisms. In [48-50] provided an overview
of how blockchain technology is being applied in next-
generation manufacturing processes. The authors in
[51-53] discussed the possible impact of blockchain on
multiple domains such as cloud computing, intelligent
transportation, Internet of Things (IoT), banking,
health care, and power grids. They flagged a number
of privacy and security concerns and challenges. In
[54-56], a recent investigation explored the potential
application of the technology of blockchain on
industrial applications, especially that in the building
sector. From a variety of user-case perspectives, they
gave examples of how blockchain could, should and
has been used. whereas [57-59] proposed a
blockchain system for electric cars charging and [60-
62] performed a survey to investigate the state of the
art of the blockchain solutions including the
performance of different smart applications especially
regarding the landscape in Industry 4.0. In a different
survey [63-65], the pros and cons of using blockchain
technology and smart contracts for Industry 4.0
applications were explored. It eliminated was
extensively explored in [66-68]. The authors also
discuss features and benefits of blockchain technology
in a wide variety of 10T applications. A blockchain
design was proposed in [69-71] to cater to the loT-
enabled cooperative market in the smart city use case
whilst ensuring security and privacy-aware intelligent
contract support. Although [72-74] proposed a
decentralized information management scheme for
intelligent and secure transportation, in which
blockchain and loT are employed to solve information
vulnerability problems, and [75-78] proposed a
blockchain-based Internet of Things (IoT) platform
for authorization and verification based on a
probabilistic model, Discussion on new concepts such
as loT, blockchain, Al, etc. with future-cloud systems
is relatively new; in [79-81] the main future
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technologies and their impact on cloud systems were
discussed. They also recognized several novel
technologies and invited experts to consider the
current state of affairs and discuss future directions.
They also proposed a conceptual approach with which
to study the dynamics of cloud computing, how its
future shape may be influenced by shifting paradigms
and technology. Some have conducted extensive study
on applying machine learning for state-of-the-art, less
vulnerable applications for blockchain [82-84]. After
a survey of relevant survey papers and other related
work we found many shortcomings in the current
corpus of work. Researchers, for instance, focused
primarily technology that are more secure. Also,
several studies just reviewed the pros and cons of the
potential options versus certain countermeasures.
Prioritized on the convergence of the network of
blockchain technology and artificial intelligence, this
study offered a stacks-centered structure for senseless
and feasible Internet of Things applications [85-88].

I1l.  PROPOSED METHDOLOGY

Bitcoin and ether were the two cryptocurrencies that
were a result of this technology, and so | discussed
that. Non-financial companies have recently adopted
blockchain for supply chain management and digital
identity. Both are based on dealing with values and
data so artificial intelligence and blockchain will be
merged for sure. Blockchain allows the secure
distribution and storage of data. On the other hand, Al
helps in analyzing data, creating strategies and
deriving interpretation and thus strengthens intelligent
applications through pattern-based scenarios and
enhanced outcomes. Due to its distributed nature and
tamper-proof properties, blockchain has attracted a
great deal of interest in the development of Internet of
Things applications to address safety, protection, and
privacy issues. As a result: Blockchain, 10T, and Al
are used separately often, and the convergence of these
three trends is generally neglected [89-91].
Previously, it was suggested that intelligent loT
situations  require blockchain models including
artificial intelligence, but they have not yet been
designed. Both systems are also computationally and
temporally expensive and consume a great deal of
bandwidth. This is not suitable for performance and
energy requirements in green loT applications.
Nevertheless, sophisticated digital solutions such as
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edge, fog, and cloud computing have been
incorporated to minimize analytically heavy
workloads by the deployment of low-cost IoT sensors
and devices. In addition, due to security and privacy
concerns, many Al-based approaches require
significant computational horsepower from loT
sensors [92-94]. Smart city applications, including
sensors and other devices in homes, hospitals,
agriculture, transportation, and surveillance, can be
tracked and monitored via a decentralized ledger
system. Internet of Things (loT) sensors and devices
can also talk to servers and your smart contracts on the
internet. Using blockchain with the 10T increases the
security architecture for large applications and the
procedure of examining and extracting data.

Smart
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commercial, data &
residential & VM
Power
production
data

Figure 2. Proposed work

Figure 2 depicts the conceptual architecture of the
system with the physical & communication (i.e.,
sensor), blockchain and application (cloud-integrated
artificial intelligence) as the four main pillars. A lot of
sensors and devices including smart I1OT applications
devices in a first layer. The physical layer examines
and assesses different application scenarios. Gateways
and fog devices that receive the incoming data from
sensor networks and smart devices form the second
layer. One of them is for data collection, and they are
processed by the blockchain layer, which employs
various mining algorithms [95-97]. It also transforms
the data into streams of relevant information before
transferring a new framework demonstrating a
decentralized network architecture through cutting-
edge digital technologies. The processes involved in a
modern Internet of Things system predominantly
include the following:Once data is collected from loT
sensors and gadgets of different applications and
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further processed at a connection server, learned smart
machine learning tools are used to analyze the
processed data. Finally, the data analysis is used to
control the 10T applications remotely.

After the layer by layer verification of the static
nature of the blockchain, the data will be encrypted
and saved within the proposed framework. Once it
collects the data and verifies the authentication key, it
transfers the data into the alien file system. These
systems generate data hash codes based on proofs of
authorization protocols, which are then sent to the
blockchain to be mined. For mining, point rewards are
obtained for each minor, and if the mining work is not
finished within the specified time, the numbers or
incentive points of the minor will also be reduced.
The architecture described involved a mixed-method
approach — only a subset of the data and
communications took place on-chain. For massive
data requests, the rest is smart quick; all it does is
spread across sensors, cloud computing servers, and
internet stoics [98-100]. Smart and energy-efficient
IoT devices are also implemented that allow the
reduction of power consumption for the range of green
applications. Blockchain can revolutionize trade and
supply chain management because successful
implementation of these applications relies on all
digital innovations along with artificial intelligence, in
tandem with the use of the cloud, blockchain, and real-
time 10T connectivity. Fog Paradigmatic Cloud has
browsed integration — so it main component in
overcoming these barriers of blockchain after all with
Artificial Intelligence hypothesis for non-volatile
Internet of Things application types.

IV.  RESULTS AND DISCUSSION

The above-mentioned framework utilizes blockchain,
artificial intelligence, and cutting-edge digital
technology to establish a sustainable system. The loT
applications are shown in Figure 5 that are possible.
The proposed architecture offers several applications
and the use providing easy reach to their local nodes
or applications can be utilized in hospitals, homes,
traffic, retail, government, vehicles, and other
businesses. Many gateways are linked together in 1
order to provide different Services providing help for
1 complete smart city Applications. Sensors and
Internet of Things devices are connected to these
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specialized data servers. This implies that everything
is interconnected and is relying on intelligent services,
where the compromise of these smart sensors, devices
and apps can be carried out by a plethora of software
cloning techniques. In fact, for providing the
customers with long-term support, sustainable loT
management needs to implement stringent measures to
protect these apps[101].

Table 1. Demonstrate the comparison results with
the proposed work [102]
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By utilizing cutting-edge Al and predictive analytics,
Framework A guarantees improved accuracy and
energy efficiency at a reasonable cost [105-110].
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Although it lacks sophisticated features for scalability
and energy optimization, Framework B offers decent
baseline performance [111-119]. Framework C is
appropriate for applications that need tamper-proof
records since it leverages blockchain technology for
increased security.

CONCLUSION

This post explored how innovation, blockchain, as
well as artificial intelligence might benefit the
development of both wistful as well as feasible Wisens
ticker setups. Our focus was on the blockchain tech
and how it can improve sustainable smart city apps.
We also proposed a conceptual framework for
receiving and processing significant data on the edge
computing or cloud computing using loT devices and
Al, convoluted master plan that enables
environmentally responsible construction and almost
certainly makes for secure smart cities. We
introduced various smart city applications without
necessarily deploying specific blockchain platforms as
this technology is rapidly proliferating and
consolidating ~ with artificial intelligence. The
framework can provide urban comfort in smart city
applications.
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