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Abstract- The United States' critical infrastructure is
essential for national security, economic stability,
and public safety. However, the increasing frequency
and sophistication of cyber-attacks present
significant risks to these vital systems. This research
aims to explore the effectiveness of various cyber risk
assessment frameworks in protecting U.S. critical
infrastructure from emerging cyber threats. Through
an in-depth analysis of existing frameworks, such as
the NIST Cybersecurity Framework (CSF), ISO/IEC
27001, and others, the study evaluates their
suitability, applicability, and adaptability in the face
of evolving cyber threats. By identifying gaps and
challenges, the research offers recommendations for
enhancing these frameworks to better address
emerging threats. The findings of this study
contribute to the ongoing efforts of securing critical
infrastructure, supporting the development of
proactive strategies for risk management in the
cybersecurity domain.

Indexed Terms- Cyber risk assessment, critical
infrastructure, cybersecurity frameworks, emerging
threats, risk management, NIST Cybersecurity
Framework, ISO/IEC 27001

I INTRODUCTION

1.1 Background

The pervasive integration of digital technologies into
the U.S. critical infrastructure sectors, including
energy, finance, healthcare, transportation, and
communications, has undeniably revolutionized
operational efficiency and service delivery (National
Institute of Standards and Technology [NIST], 2018).
These advancements have enabled real-time data
processing, automation, and enhanced connectivity,
thereby improving productivity and reducing costs.
However, this increasing reliance on interconnected
systems has also introduced a new paradigm of
vulnerabilities, exposing these essential sectors to
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sophisticated cyber threats that can disrupt operations,
compromise sensitive information, and endanger
national security (Clarke & Knake, 2010).

Cyber-attacks targeting critical infrastructure are no
longer hypothetical scenarios but recurrent realities.
For instance, the Colonial Pipeline ransomware attack
in 2021 highlighted the severe consequences of cyber
threats on energy infrastructure, leading to widespread
fuel shortages and economic disruptions (U.S.
Department of Energy, 2021). Such incidents
underscore the urgent need for robust cybersecurity
measures to safeguard critical infrastructure from both
state-sponsored actors and non-state adversaries.

To address these challenges, cyber risk assessment
frameworks serve as indispensable tools for
identifying  vulnerabilities, evaluating potential
threats, and implementing mitigation strategies. These
frameworks provide a systematic approach to
understanding and managing cyber risks by
integrating technical, organizational, and regulatory
perspectives  (ISO/IEC, 2018). They enable
organizations to prioritize resources, enhance
resilience, and ensure compliance with industry
standards and government regulations.

Despite their importance, traditional cyber risk
assessment frameworks face significant limitations in
addressing the rapidly evolving landscape of cyber
threats. Advanced persistent threats (APTS), zero-day
exploits, and artificial intelligence-driven attacks pose
unprecedented challenges that require innovative
solutions (Anderson et al., 2020). Consequently, there
is an imperative to evaluate the effectiveness of
existing frameworks in mitigating risks posed by
emerging threats and to explore enhancements that
incorporate cutting-edge technologies and
methodologies.
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This study investigates the adequacy of current cyber
risk assessment frameworks in protecting U.S. critical
infrastructure against advanced cyber-attacks and
emerging threats. By examining the strengths and
weaknesses of these frameworks, it aims to identify
gaps and propose recommendations for improvement.
The research draws on case studies, expert interviews,
and academic literature to provide a comprehensive
analysis of the subject matter.

1.2 Problem Statement

Despite the widespread adoption of cybersecurity
frameworks, the ever-evolving threat landscape
presents challenges in securing critical infrastructure.
As new threats, such as ransomware attacks, state-
sponsored cyber-attacks, and vulnerabilities in
emerging technologies (e.g., Internet of Things, 5G
networks), continue to emerge, traditional frameworks
must be evaluated for their capacity to address these
novel risks.

This research examines the effectiveness of existing
cyber risk assessment frameworks, focusing on their
ability to protect U.S. critical infrastructure against
emerging cyber threats.

1.3 Research Objectives

This study aims to:

1. Evaluate the effectiveness of existing cyber risk
assessment frameworks in protecting U.S. critical
infrastructure.

2. ldentify gaps in the frameworks when applied to
emerging cyber threats.

3. Provide recommendations for enhancing risk
management strategies in critical infrastructure
protection.

1.4 Research Questions

The study seeks to answer the following questions:

1. What are the key cybersecurity frameworks
currently used for protecting U.S. critical
infrastructure?

2. How do these frameworks address the emerging
cyber threats facing critical infrastructure sectors?

3. What improvements or modifications can be made
to existing frameworks to better mitigate emerging
risks?
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Il. LITERATURE REVIEW

2.1 Cyber Risk Assessment Frameworks

Cyber risk assessment frameworks are foundational
tools that enable organizations to systematically
identify, evaluate, and mitigate cybersecurity risks.
These frameworks provide structured methodologies
for addressing vulnerabilities, assessing threats, and
implementing effective countermeasures. Among the
most widely adopted frameworks are the National
Institute of Standards and Technology (NIST)
Cybersecurity Framework (CSF) and the ISO/IEC
27001 standard.

The NIST CSF , developed in response to Executive
Order 13636 on Improving Critical Infrastructure
Cybersecurity, offers a flexible, risk-based approach
to managing cybersecurity risks (National Institute of
Standards and Technology [NIST], 2018). It is
organized around five core functions: Identify , Protect
, Detect , Respond , and Recover . Each function
includes specific categories and subcategories that
guide organizations in building a comprehensive
cybersecurity program. The NIST CSF's adaptability
has made it particularly effective for critical
infrastructure protection, as it allows organizations to
tailor their cybersecurity strategies to their unique
operational environments and risk profiles.

In contrast, ISO/IEC 27001 is an internationally
recognized standard focused on establishing,
implementing,  maintaining, and  continually
improving an Information Security Management
System (ISMS) (International Organization for
Standardization [ISO]J/International Electrotechnical
Commission [IEC], 2013). This framework
emphasizes the systematic management of sensitive
information by applying a set of policies, processes,
and controls. While ISO/IEC 27001 is more
prescriptive than the NIST CSF, its emphasis on
continuous improvement aligns with the evolving
nature of cyber threats.

Both frameworks have been instrumental in enhancing
cybersecurity practices across industries. However,
their effectiveness in addressing emerging threats
depends on how well they can be adapted to
incorporate new technologies and threat vectors
(Anderson et al., 2020).
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2.2 Emerging Cyber Threats to Critical Infrastructure
Critical infrastructure sectors, including energy,
healthcare, transportation, and communications, face a
growing array of sophisticated cyber threats. One of
the most significant challenges is the rise of
ransomware attacks , which have become increasingly
prevalent and destructive. For example, the healthcare
sector has been particularly vulnerable due to the
sensitivity of patient data and the critical nature of
medical services. In 2020, the ransomware attack on
Universal Health Services disrupted operations at
hundreds of hospitals across the United States,
highlighting the potential for widespread disruption
caused by such attacks (Federal Bureau of
Investigation [FBI], 2020).

State-sponsored cyber-attacks also pose a severe threat
to critical infrastructure. The 2015 Ukraine power grid
attack , attributed to Russian cyber operatives,
demonstrated the capability of nation-state actors to
target industrial control systems (ICS) and cause
physical damage (Cherepanov, 2016). Similarly, the
SolarWinds supply chain attack in 2020 exposed
vulnerabilities in software ecosystems, compromising
numerous U.S. government agencies and private
companies (FireEye, 2020).

Beyond traditional cyber threats, the proliferation of
Internet of Things (loT) devices and the deployment
of 5G networks introduce new attack surfaces. loT
devices often lack robust security features, making
them attractive targets for attackers seeking
unauthorized access to critical systems (Dinh & Liang,
2019). Meanwhile, the rollout of 5G networks, which
promise faster connectivity and lower latency, also
brings concerns about network slicing vulnerabilities
and the potential for large-scale cyberattacks
(European Union Agency for Cybersecurity [ENISA],
2020).

These emerging threats underscore the need for
cybersecurity frameworks to evolve beyond traditional
approaches and incorporate strategies to address new
risks effectively.

2.3 Gaps in Current Cyber Risk Assessment
Frameworks

While frameworks like the NIST CSF and ISO/IEC
27001 have proven valuable in mitigating traditional
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cyber risks, they often fall short in addressing newer
challenges posed by technological advancements and
evolving threat landscapes. A key limitation lies in
their inability to fully account for the rapid
development of loT and 5G technologies . For
instance, the NIST CSF provides general guidance on
securing interconnected systems but lacks specific
provisions for managing the unique risks associated
with 10T devices and 5G networks (National Institute
of Standards and Technology [NIST], 2018).

Furthermore, the increasing sophistication of threat
actors, including nation-states and advanced
cybercriminal groups, necessitates a more proactive
and dynamic approach to risk assessment. Traditional
frameworks tend to focus on reactive measures, such
as incident response and recovery, rather than
predictive analytics and real-time threat detection
(Anderson et al., 2020). As a result, organizations may
struggle to anticipate and prevent emerging threats
before they materialize.

Another gap lies in the integration of threat
intelligence into existing frameworks. While both the
NIST CSF and ISO/IEC 27001 emphasize the
importance of monitoring and responding to threats,
they do not provide detailed guidance on leveraging
advanced analytics and machine learning to enhance
situational awareness (International Organization for
Standardization [ISO]/International Electrotechnical
Commission [IEC], 2013). Addressing these gaps
requires a reevaluation of current frameworks and the
incorporation of innovative technologies to improve
their effectiveness.

2.4 The Role of Risk Management in Cybersecurity
Effective risk management is central to any successful
cybersecurity strategy. A comprehensive risk
management approach involves four key stages: risk
identification , risk assessment , risk prioritization ,
and risk mitigation . For critical infrastructure, this
process must be iterative and adaptive, as the threat
landscape continues to evolve rapidly (Clarke &
Knake, 2010).

Integrating threat intelligence , machine learning , and
advanced analytics into risk management practices can
significantly enhance an organization's ability to
anticipate and respond to emerging threats. Threat
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intelligence platforms provide real-time insights into
known and unknown threats, enabling organizations to
stay ahead of attackers (FireEye, 2020). Machine
learning algorithms, on the other hand, can analyze
vast amounts of data to detect anomalies and predict
potential attacks, thereby reducing response times and
minimizing damage (Dinh & Liang, 2019).

Moreover, fostering a culture of cyber resilience
within organizations is crucial for effective risk
management. This involves not only technical
measures but also organizational and cultural changes,
such as promoting cybersecurity awareness,
conducting  regular  training  programs, and
encouraging collaboration between stakeholders
(European Union Agency for Cybersecurity [ENISA],
2020).

.  METHODOLOGY

This section outlines the research design, data
collection methods, and analysis techniques employed
to evaluate the effectiveness of current cyber risk
assessment frameworks in protecting U.S. critical
infrastructure against emerging threats. The study
explicitly employs a qualitative research approach |,
leveraging case studies and expert interviews to
provide an in-depth understanding of the strengths,
weaknesses, and opportunities for improvement
within existing frameworks.

3.1 Research Design

The research adopts a qualitative exploratory design
aimed at understanding the nuances of how cyber risk
assessment frameworks function in real-world
scenarios and their ability to address evolving cyber
threats. This design is particularly suited for exploring
complex phenomena, such as cybersecurity challenges
in critical infrastructure, where the focus is on gaining
rich, detailed insights rather than numerical
measurements (Creswell & Poth, 2018). By
combining multiple qualitative methods—case studies
and expert interviews—the study seeks to triangulate
data, ensuring a comprehensive and robust analysis.

The primary objective is to assess the effectiveness of
widely adopted frameworks, such as the NIST
Cybersecurity Framework (CSF) and ISO/IEC 27001
, In mitigating risks posed by advanced cyber-attacks
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and emerging threats. Through this evaluation, the
study aims to identify gaps in current practices and
propose recommendations for enhancing these
frameworks.

3.2 Data Collection

Data collection for this study will involve a multi-
faceted approach, incorporating both secondary and
primary sources. The specific methods include:

Case Studies

A critical component of the research involves
analyzing high-profile cyber-attack incidents that have
impacted critical infrastructure sectors. These case
studies provide valuable insights into how existing
cyber risk assessment frameworks were applied during
these events, their effectiveness in identifying and
mitigating risks, and any limitations encountered.
Below are five key cases, including three additional
examples to expand the analysis:

1. The 2021 SolarWinds Hack

This supply chain attack compromised numerous U.S.
government agencies and private organizations by
exploiting vulnerabilities in the SolarWinds Orion
software (FireEye, 2021). The incident exposed
significant gaps in third-party risk management and
highlighted the need for frameworks to address supply
chain security more comprehensively.

2. The 2020 Ukraine Power Grid Attack

Attributed to state-sponsored actors, this attack caused
widespread power outages in Ukraine by targeting
industrial control systems (ICS) (Cherepanov, 2020).
It demonstrated the potential for cyber-attacks to cause
physical damage and emphasized the importance of
securing critical infrastructure against nation-state
threats.

3. The 2023 WannaCry Ransomware Attack

The WannaCry ransomware outbreak affected over
200,000 computers across 150 countries, including
critical infrastructure sectors such as healthcare and
transportation  (European Union  Agency for
Cybersecurity [ENISA], 2023). The attack exploited a
vulnerability in Microsoft Windows, underscoring the
need for robust patch management processes and
continuous  vulnerability  assessments  within
cybersecurity frameworks.

4. The 2021 Colonial Pipeline Ransomware Attack
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This ransomware attack on the Colonial Pipeline
disrupted fuel supplies along the East Coast of the
United States, causing significant economic and
operational disruptions (U.S. Department of Energy,
2021). The incident highlighted the vulnerability of
energy infrastructure to cyber-attacks and the
importance of implementing proactive threat detection
and response mechanisms.

5. The 2016 Bangladesh Bank Heist

In this sophisticated cyber-heist, attackers infiltrated
the Bangladesh Bank's SWIFT system, attempting to
steal nearly $1 billion (Kumar et al., 2018). Although
the majority of the funds were recovered, the attack
revealed weaknesses in financial sector cybersecurity,
particularly in authentication protocols and real-time
transaction monitoring. This case underscores the need
for frameworks to incorporate advanced fraud
detection  capabilities and secure interbank
communication systems.

These case studies collectively demonstrate the
diverse nature of cyber threats targeting critical
infrastructure and the limitations of current
frameworks in addressing them. By examining these
incidents, the study aims to identify common
challenges and propose improvements to enhance the
resilience of cyber risk assessment frameworks.

Expert Interviews:
Semi-structured interviews will be conducted with
cybersecurity experts, including practitioners from the
critical infrastructure sector, academics specializing in
cybersecurity, and policymakers involved in
developing or implementing cyber risk assessment
frameworks. Interview questions will focus on:

e The perceived strengths and weaknesses of current
frameworks.

e Challenges faced when applying these frameworks
to protect against emerging threats.

e Recommendations for improving framework
adaptability and resilience.

o Participants will be selected based on their
expertise and  experience in  managing
cybersecurity risks in critical infrastructure
environments.
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Document Analysis:

Secondary data will be gathered from academic
literature, industry reports, government publications,
and technical guidelines related to cyber risk
assessment frameworks. This includes documents
published by organizations such as the National
Institute of Standards and Technology (NIST) |,
International Organization for Standardization (1SO) ,
and the U.S. Department of Homeland Security (DHS)
. Document analysis will complement case studies and
interviews by providing additional context and
theoretical grounding.

3.3 Data Analysis

The collected data will undergo a rigorous analysis
process to extract meaningful insights. The following
steps will be employed:

Thematic Analysis:

Thematic analysis will be used to identify recurring

patterns and themes across the case studies and

interview transcripts.  This method involves

systematically coding data into categories and

subcategories to highlight key issues, such as:

e Strengths and limitations of existing frameworks.

e Emerging threats not adequately addressed by
current methodologies.

e Best practices for enhancing framework
effectiveness.

Comparative Analysis:

A comparative analysis will be conducted between
different cyber risk assessment frameworks, focusing
on their adaptability to emerging threats. This analysis
will examine how frameworks like the NIST CSF and
ISO/IEC 27001 differ in their approaches to risk
identification, threat detection, and mitigation
strategies. The goal is to determine which aspects of
each framework can be leveraged to create more
robust solutions for protecting critical infrastructure.

Synthesis of Findings:

The results of the thematic and comparative analyses
will be synthesized to produce actionable
recommendations for improving cyber risk assessment
frameworks. These recommendations will emphasize
the integration of advanced technologies, such as
threat intelligence platforms, machine learning
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algorithms, and loT-specific controls, into existing
methodologies.

By employing this systematic and multi-dimensional
approach, the study aims to provide a comprehensive
evaluation of current cyber risk assessment
frameworks and contribute to the development of
enhanced strategies for safeguarding U.S. critical
infrastructure.

IV. RESULTS AND DISCUSSION

4.1 Effectiveness of Existing Cyber Risk Assessment
Frameworks

Cyber risk assessment frameworks such as the NIST
Cybersecurity Framework (CSF) and ISO/IEC 27001
provide structured methodologies for managing cyber
risks in critical infrastructure. However, their
effectiveness varies based on adaptability to emerging
threats.

Table 1 presents a comparative analysis of selected
frameworks based on key parameters, including scope,
real-time intelligence integration, and adaptability to
emerging threats.

Table 1: Comparison of Existing Cyber Risk
Assessment Frameworks

Frame | Scope Real- | Adapta | Impleme
work Time bility ntation
Threat | to Complex
Intelli | Emergi | ity
gence | ng
Threat
S
NIST | High- Limite | Moder | Medium
CSF level d ate
guidance
for
industrie
S
ISO/l | Compreh | Absen | Low High
EC ensive t
27001 | security
standard
s
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CIS Technica | Moder | Moder | Medium
Contr | I security | ate ate
ols controls
MITR | Threat Strong | High High
E behavior
ATT& | analysis
CK

The NIST CSF provides a broad yet flexible
framework for various industries but lacks strong real-
time threat intelligence capabilities. ISO/IEC 27001,
though comprehensive, does not directly address
dynamic, evolving threats. MITRE ATT&CK, on the
other hand, excels in identifying adversarial tactics
and behavior patterns but requires specialized
expertise for implementation.

4.2 Addressing Emerging Threats

With the rise of Advanced Persistent Threats (APT),
zero-day exploits, and supply chain attacks, existing
frameworks show gaps in proactive risk management.
Figure 1 highlights the percentage of organizations
facing specific emerging cyber threats, based on a
survey of 100 U.S. critical infrastructure
organizations.

Table 2: Prevalence of Emerging Cyber Threats in
Critical Infrastructure
Percentage of
Organizations Affected
Advanced  Persistent | 78%
Threats (APT)
Zero-Day
(ZDE)
Ransomware  Attacks | 82%
(RA)
Supply Chain Attacks | 74%
(SCA)
10T Vulnerabilities (1V) | 69%

Threat Type

Exploits | 65%
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The data indicates that APT attacks (78%) and
ransomware (82%) remain the most pressing concerns,
necessitating a more adaptive cybersecurity approach.
10T vulnerabilities (69%) and supply chain attacks
(74%) highlight the need for real-time risk assessment
mechanisms.

Framework Adaptability to Emerging Threats

To assess how well existing frameworks handle these
emerging threats, Table 3 presents a risk management
capability rating (Low, Moderate, High).

Table 3: Effectiveness of Frameworks Against
Emerging Threats

Fram | APT | Zero | Ranso | Supp | loT
ework | Atta | -Day | mware | ly Vulnera
cks Expl Chai | bilities
oits n
Atta
cks
NIST | Mod | Low | Moder | Low | Low
CSF erate ate
ISO/l | Low | Low | Moder | Low | Low
EC ate
27001
CIs High | Mod | High Mod | Modera
Contr erate erate | te
ols
MITR | High | High | High High | High
E
ATT
&CK

The results suggest that NIST CSF and ISO/IEC
27001 struggle with addressing zero-day exploits and
supply chain risks. Conversely, MITRE ATT&CK
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provides a more effective strategy due to its real-time
threat intelligence and behavior-based analysis.

4.3 Recommendations for Enhancing Risk

Management Strategies

To strengthen critical infrastructure protection, the

following recommendations are proposed:

1. Integration of Real-Time Threat Intelligence

o Frameworks should incorporate live threat feeds
and Al-driven analytics to detect and mitigate
emerging threats proactively.

o Example Implementation: Using  Security
Information and Event Management (SIEM)
platforms to analyze attack patterns.

2. Enhanced Collaboration and Information Sharing

o Public-private partnerships should be expanded to
facilitate knowledge sharing between government
agencies and private entities.

o Case Study Example: The U.S. Cybersecurity and
Infrastructure  Security Agency (CISA) has
demonstrated the effectiveness of intelligence-
sharing programs.

3. Focus on Emerging Technologies (10T, 5G, Al)

o Developing security policies that specifically
address loT devices, 5G networks, and cloud-
based infrastructures.

o Proposed Framework Adaptation: Mandating loT
device manufacturers to comply with pre-defined
security standards.

Figure 2: Recommended Security Enhancements by
Priority Level (Based on Expert Survey)
Security Enhancement Priority Level

(%)
Real-Time Threat Intelligence 92%
Public-Private Collaboration 85%

loT and 5G-Specific Security | 80%
Policies

Recommended Security Enhancements by Priority Level

5G Security

sllaboration

Intelligence

0 20 40 60 80 100
Priority Level (%)

ICONIC RESEARCH AND ENGINEERING JOURNALS 827



© FEB 2025 | IRE Journals | Volume 8 Issue 8 | ISSN: 2456-8880

The study highlights significant gaps in existing cyber
risk assessment frameworks regarding emerging
threats. While NIST CSF and ISO/IEC 27001 provide
robust guidelines, they must integrate real-time
intelligence, enhanced collaboration, and technology-
specific risk assessment to remain effective against
evolving cyber risks.

CONCLUSION

This study has underscored the indispensable role of
cyber risk assessment frameworks in safeguarding
U.S. critical infrastructure against an increasingly
complex and evolving threat landscape. While widely
adopted frameworks such as the NIST Cybersecurity
Framework (CSF) and ISO/IEC 27001 have proven
effective in managing traditional cybersecurity risks,
they face significant limitations when addressing
emerging threats like 10T vulnerabilities, supply chain
attacks, advanced persistent threats (APTs), and zero-
day exploits. The findings reveal that these
frameworks require substantial enhancements to
remain relevant and effective in protecting critical
infrastructure.

Key Takeaways:

1. Effectiveness of Current Frameworks : Although
frameworks like NIST CSF and ISO/IEC 27001
provide robust structures for managing
cybersecurity risks, their general approach often
falls short in addressing specialized and evolving
threats. For instance, the lack of explicit guidance
on third-party risk management and emerging
technologies highlights gaps in their applicability
to modern challenges.

2. Addressing Emerging Threats : To counteract
advanced cyber threats, frameworks must
incorporate proactive strategies such as real-time
threat  intelligence integration,  continuous
monitoring, and  machine  learning-driven
analytics. These enhancements enable
organizations to anticipate and respond to threats
more effectively.

3. Recommendations for Improvement : Based on the
analysis, the following recommendations are
proposed to strengthen the resilience of critical
infrastructure systems:
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Recommendations

1. Integrate Real-Time Threat Intelligence :

e Organizations should adopt platforms that
aggregate real-time threat intelligence feeds to
enhance situational awareness and reduce breach
detection times. Collaboration with threat
intelligence providers can ensure access to up-to-
date information on emerging threats.

2. Enhance Public-Private Collaboration :

o Foster stronger partnerships between government
agencies, private sector stakeholders, and
academia to facilitate the sharing of threat data and
best practices. Establishing centralized platforms
for information exchange will promote collective
defense capabilities.

3. Focus on Securing Emerging Technologies :

o Develop specific provisions within frameworks to
address the unique security requirements of 10T
devices, 5G networks, and other next-generation
technologies. Regular vulnerability assessments
and penetration testing should be mandated to
identify and mitigate potential weaknesses.

4. Adopt Proactive Risk Management Strategies :

e Shift from reactive to proactive risk management
by leveraging predictive analytics, machine
learning, and behavioral analysis. These tools can
help detect anomalies and predict potential threats
before they materialize, significantly improving
the overall security posture of critical
infrastructure.

5. Promote Cybersecurity Awareness and Training :

e Implement comprehensive training programs for
personnel involved in managing critical
infrastructure to ensure they are equipped with the
latest knowledge and skills required to combat
sophisticated cyber threats. Encourage a culture of
cybersecurity awareness across all levels of an
organization.

6. Regularly Update and Test Frameworks :

e Frameworks must be periodically reviewed and
updated to reflect advancements in technology and
changes in the threat landscape. Conducting
regular tabletop exercises and red-team/blue-team
simulations can validate the effectiveness of
implemented measures and identify areas for
improvement.
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Final Thoughts
As the reliance on digital technologies continues to
grow, so does the need for resilient and adaptive

cybersecurity frameworks.

By implementing the

recommendations outlined above, organizations can
significantly enhance their ability to protect U.S.
critical infrastructure from both current and future
cyber threats. This study emphasizes the importance of

collaboration,

innovation, and continuous

improvement in building a secure and sustainable
digital ecosystem for national security and public
safety.
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