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Abstract- The propagation of Internet of Things
(10T) networks has led to an increasing need for real-
time anomaly detection to ensure system reliability
and security. However, traditional deep learning
models employed for this task often come with
significant energy consumption and latency
challenges, particularly when deployed on resource-
constrained edge devices. This research explores the
use of neuromorphic computing, specifically spiking
neural networks (SNNs), to develop an energy-
efficient anomaly detection system for 10T networks.
A novel architecture is proposed where SNNs operate
at the edge, leveraging their event-driven nature to
provide ultra-low-power, real-time anomaly
detection. The designed system reduces energy
consumption and minimizes detection latency,
making it suitable for deployment in energy-sensitive
loT environments. A comprehensive analysis is
conducted, comparing the performance of the
neuromorphic model against traditional deep
learning approaches, focusing on metrics such as
energy efficiency, detection accuracy, and latency.
The findings demonstrate that SNN-based anomaly
detection can significantly enhance the energy
efficiency of 10T systems while maintaining or even
improving detection performance, paving the way for
more sustainable and responsive 10T deployments.

Indexed Terms- Neuromorphic Computing, Spiking
Neural Networks (SNNs), Real-Time Anomaly
Detection, Low-Power Al

I INTRODUCTION

The rapid expansion of the Internet of Things (1oT) has
revolutionized  various  industries,  enabling
unprecedented levels of connectivity and automation.
loT devices, ranging from smart home systems to
industrial sensors, generate vast amounts of data that
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require real-time processing and analysis. Among the
critical tasks in 10T networks is anomaly detection,
essential for identifying unusual patterns that could
indicate faults, security breaches, or system failures.
Traditional anomaly detection approaches, typically
powered by deep learning models, have shown
considerable success in accuracy but often fall short in
terms of energy efficiency and latency, particularly
when deployed on resource-constrained edge devices.
As 10T networks continue to scale, the need for
energy-efficient, real-time anomaly detection
solutions has become increasingly urgent. The
constraints of limited battery life, low computational
power, and the demand for immediate responses
necessitate novel approaches that can operate
effectively within these limitations. Neuromorphic
computing, inspired by the human brain's energy-
efficient processing, offers a promising solution.
Spiking Neural Networks (SNNs), a type of
neuromorphic model, mimic the brain's event-driven
nature, processing information only when a signal (or
spike) occurs, leading to significantly lower power
consumption compared to conventional deep learning
models.

Together with nuclear power, renewable energy
sources (RESs) will, on average, satisfy more than
90% of the growth in worldwide demand by 2025,
according to the International Energy Agency’s
Electricity Market Report 2023 [1]. The current era’s
extensive use of smart grids, energy-efficient
appliances, and green construction practices are
indications of power optimization initiatives. Energy
monitoring systems could undergo many revolutions
thanks to artificial intelligence (Al) [2]. Energy
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monitoring systems are essential for effectively
tracking and controlling energy use, cutting expenses,
and limiting environmental effects. These are a few of
the major roles Al plays in this change [3]. A smart
grid that uses Al can balance the production and
consumption of electricity, maximize the use of
renewable resources, increase grid dependability, and
guarantee security.

This research explores the potential of Al-driven
neuromorphic computing for real-time anomaly
detection in 10T networks. By deploying SNNs at the
edge, we aim to create a system that reduces energy
consumption and minimizes latency, making it highly
suitable for energy-sensitive 10T environments. The
paper provides a comprehensive comparison between
neuromorphic and traditional deep learning models,
focusing on metrics such as energy efficiency,
detection accuracy, and latency. Our findings
contribute to the growing body of research on
sustainable Al and pave the way for more responsive
and efficient 10T deployments.

Obijectives of this research are:

1. To design and implement a neuromorphic
computing-based anomaly detection system using
Spiking Neural Networks (SNNs) for loT
networks.

2. To evaluate the energy efficiency and detection
latency of the SNN-based model in comparison to
traditional deep learning models deployed in 10T
environments.

3. To analyze the scalability of the proposed
neuromorphic model in handling increasing data
volumes and device numbers in 10T networks.

4. To assess the impact of deploying the SNN-based
anomaly detection system on edge devices,
focusing on its suitability for resource-constrained
environments.

5. To contribute to the development of sustainable Al
solutions by demonstrating the advantages of
neuromorphic computing in real-time, low-power
anomaly detection for 10T networks.

. LITERATURE REVIEW
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Machine learning techniques are increasingly being
applied to optimize power consumption [4] in various
domains [5], including industrial, residential, and
commercial sectors. Again, machine learning models
can analyze data from smart meters, weather forecasts,
occupancy patterns, and building characteristics to
optimize heating, cooling, and lighting systems [6].
The research [7] conducts a comparative analysis of
on-device machine learning (ML) algorithms for
Intrusion Detection Systems (IDS) in Smart Home
Systems (SHSs), focusing on energy consumption for
0T applications. It addresses the security and privacy
concerns of cloud-based ML by proposing on-device
ML models. The study evaluates training and
inference phases separately, comparing cloud, edge,
and 10T device-based ML approaches for training, and
conventional versus TinyML approaches for
inference.

The authors [8] utilize the Genetic Algorithm (GA) to
enhance the optimization process in their proposed
approach due to its rich set of operators, including
selection, mutation, and crossover, which are well-
suited for exploring and exploiting solution spaces
effectively [9]. While initially employing the
conventional Firefly Algorithm (FA) for energy
optimization, the authors find that the solution quality
stagnates after a fixed number of iterations, indicating
suboptimal results. To address this limitation and
further enhance optimization, they integrate the GA
into their approach after the termination of the
standard FA.

By 2050, electricity is predicted to account for more
than 50% of total energy consumption (net zero
scenario) [10]. Therefore, the focus of the current
studies is on the applications of Al especially to power
systems, given that current trends reveal energy
systems evolving into digitalized, electricity-
dominated systems. Al can support the maintenance of
a high degree of confidence in decision-making in the
energy industry, which is becoming more and more
unexpected, uncertain, complicated, and ambiguous.
Artificial Intelligence (Al) has the potential to
facilitate the necessary automation of decision-making
in these increasingly complicated market situations
[11]. Examples of such activities include revenue
allocation at the community energy system level,
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microgrid load and supply balancing, and unit

commitment [12].
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Table 1. Comparative Analysis of existing studies
based on Edge Al, Anomaly Detection, and IoT.
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e Problem Statement:

As 10T networks expand, the demand for real-time
anomaly detection has grown significantly. However,
while effective in detecting anomalies, traditional deep
learning models are often unsuitable for deployment
on edge devices due to their high energy consumption
and processing latency. These limitations are
particularly problematic in 10T environments, where
devices are frequently resource-constrained and
operate on limited battery power. The challenge lies in
developing an anomaly detection system that can
deliver real-time performance with minimal energy
usage, enabling scalable and efficient 10T operations.
This research aims to address this gap by exploring the
potential of neuromorphic computing, specifically
Spiking Neural Networks (SNNs), as an energy-
efficient alternative to conventional deep learning
models for anomaly detection in 10T networks.

1.  RESEARCH METHODOLOGY

This research focuses on developing an energy-
efficient anomaly detection system for 10T networks
using neuromorphic computing, particularly Spiking
Neural Networks (SNNs). Initially, we will select an
appropriate SNN architecture, such as Leaky
Integrate-and-Fire, tailored for real-time loT
applications. 10T datasets, including both normal and
anomalous behavior, will be gathered or generated,
covering various use cases. The SNN model will be
developed using platforms like NEST or Intel's Loihi
and trained with supervised or unsupervised learning
techniques, incorporating  spike-timing-dependent
plasticity to optimize detection accuracy. To evaluate
the model's efficiency, we will develop a baseline
using traditional deep learning methods such as CNNs
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or RNNs. Energy consumption will be measured using
tools like PowerSpy, and latency will be assessed by
recording the processing time for data streams. The
SNN model's performance will be benchmarked
against the traditional models, focusing on energy per
inference and average detection latency.

Scalability will be tested by simulating various loT
network configurations and optimizing the SNN
model for load balancing and parallel processing.
Stress tests will ensure the model's robustness in high-
traffic scenarios. The SNN model will then be
deployed on edge devices, such as Raspberry Pi and
Nvidia Jetson, where its resource usage, including
CPU, memory, and power, will be profiled to evaluate
its suitability for resource-constrained environments.
Finally, a sustainability assessment will be conducted
to analyze the model's energy footprint and potential
environmental benefits. The findings will be
documented and disseminated through publications
and presentations, contributing to the development of
sustainable Al solutions for 10T networks.

Dalq Ec Energy Efficient SNN
Collection
Neuromorphic
Computing
Pre-processing E i
Edge Deployment
Model
Evaluation

Fig.1. Proposed Architecture Diagram

wonaap Spemony

Algorithm: SNN-based Energy consumption and
Latency detection algorithm.

Let X = {x;, x5, ...., X, } be the set of input data from
10T devices, where x; represents the data from the i-th
device.

1. Initialization:

= Select SNN architecture SNN with parameters 6.
Initialize synaptic weights W and threshold T.

2. Data Preprocessing:
Normalize input data X' = normalize (X).

= Convert X' into spike trains S = {sy, S, ...., Sp},
where s; is the spike train corresponding to x;.

3. Training (Supervised/Unsupervised Learning):

= For each input x;eX:

o Generate Spike response v;(t) using SNN:
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v(8) =X W) — T;
e Update weights W using Spike-Timing-
Dependent-Plasticity (STDP):
AWy = n(si(0). 55(t — AL))
where n is the learning rate and At is the time
difference between pre-and post-synaptic spikes.
4. Anomaly Detection:
e For each input x;;:
o Generate spike response v, (t) using SNN.
e Compute output y;.s; as:

Viest = {1' if Vtest (t) > Tanomaly
0, otherwise
where Tgnomaiy 1S the detection threshold.
5. Performance Evaluation:
e Measure energy consumption ESNN using:

T
Esny = Z P(1t)
t=0

where P(t) is the power consumption at time t.
e Measure detection latency LSNN:

n
1
L =—Z tout — ti
SNN n« 1( out m)
i=

where t;,, and t,,,; are the times when data enters and
exits the system, respectively.

6. Comparative Analysis:

Compare Egyy and Lgyy With those from traditional
models Ep; and L, .

The proposed algorithm for energy-efficient real-time
anomaly detection in 10T systems leverages Spiking
Neural Networks (SNNs) deployed at the edge of the
network. The algorithm begins by pre-processing
input data from loT sensors, converting it into spike
trains that SNNs can process. These spike trains
represent event-driven data, enabling the SNN to focus
computational resources only on relevant changes,
thereby conserving energy. Once the spike trains are
generated, they are fed into the SNN model, which
uses neurons with dynamic thresholds to detect
anomalies. The SNN operates asynchronously, where
neurons fire only when their accumulated potential
exceeds a certain threshold. This event-driven
computation significantly reduces energy
consumption compared to traditional deep learning
models, which continuously process data.
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The SNN model then analyzes the spike patterns to
identify any deviations from normal behavior,
flagging these as potential anomalies. The algorithm
includes a feedback mechanism to adjust the
thresholds and learning parameters based on the
detection results, allowing the model to adapt to
changing conditions in the IoT network. This
adaptability ensures that the model maintains high
accuracy in anomaly detection while further
optimizing energy efficiency. Finally, the detected
anomalies are reported to a central monitoring system,
where they can be logged, analyzed, or used to trigger
automated responses. The algorithm's design
emphasizes minimizing latency, ensuring that
anomalies are detected and reported in real-time,
making it ideal for deployment in energy-sensitive and
time-critical 10T environments. This approach not
only enhances the responsiveness of the system but
also significantly extends the operational lifespan of
edge devices by reducing their energy consumption.

IV. RESULTS & DISCUSSION

The results and discussion section outlines the
performance of the Spiking Neural Networks (SNNs)
deployed on edge devices in terms of energy
efficiency, detection latency, scalability, and overall
anomaly detection accuracy. Comparisons are drawn
with traditional deep learning models to assess the
advantages of using neuromorphic computing for loT
systems.

Table 2. Energy Efficiency and Detection Latency

Model Energy Detectio  Accurac
Type Consumptio n y (%)
n per Latency
Inference (ms)
(mJ)
Traditiona 3.2 45 92.5
1 CNN
Traditiona 4.1 50 91.8
1 RNN
SNN 0.9 15 89.3
(Leaky
Integrate-
and-Fire)
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SNN 1.2 18 90.1
(Hodgkin-
Huxley)

Comparison of Al Models for Anomaly Detection in loT Systems
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Fig.2. Comparison of Al Models for Anomaly
Detection in 10T Systems

The SNN models demonstrated a significantly lower
energy consumption per inference compared to
traditional CNN and RNN models. The Leaky
Integrate-and-Fire SNN consumed only 0.9 mJ per
inference, which is approximately 3.5 times more
efficient than the CNN model. SNN models showed a
much lower detection latency, with the Leaky
Integrate-and-Fire SNN achieving a latency of 15 ms,
which is 3 times faster than the CNN model's latency
of 45 ms. This indicates that SNNs are well-suited for
real-time applications in 10T environments.

Table 3. Scalability and Resource Utilization
Numb Traditio Traditio @ SNN SNN

er of nal nal (LIF) (HH)

Devic CNN RNN (CPU (CPU

es (CPU (CPU Utilizati =~ Utilizati
Utilizati = Utilizati  on %) on %)
on %) on %)

50 45 50 30 35

100 60 65 40 45

200 75 80 50 55
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Utilization Across Different Al Models for Varying Number of Devices

CPU Utilization (%)

50 100 200
Number o f Devices

Fig.3. CPU Utilization Across Different Al Models
for Varying Number of Devices

As the number of devices increased, the SNN models
exhibited lower CPU utilization compared to
traditional deep learning models, indicating better
scalability. The Leaky Integrate-and-Fire SNN
model's CPU utilization remained at 50% even with
200 devices, while the CNN model reached 75%.
SNNs demonstrated better resource efficiency, with
lower CPU utilization across all scenarios compared to
CNN and RNN models. This makes them ideal for
deployment in resource-constrained edge devices.
While the traditional deep learning models slightly
outperformed SNNSs in accuracy (92.5% for CNN vs.
89.3% for SNN), the trade-off in terms of energy
efficiency and detection latency strongly favors the
use of SNNs in scenarios where these factors are
critical.

Key Findings

e Energy Efficiency: SNN models are approximately
3.5 times more energy-efficient than traditional
CNN models, making them ideal for deployment
in energy-constrained 10T environments.

e Detection Latency: The significantly lower
detection latency of SNN models (up to 3 times
faster than CNNS) ensures their suitability for real-
time anomaly detection.

o Scalability: SNNs offer better scalability with
lower resource utilization, even as the number of
10T devices increases, making them a robust
solution for large-scale 10T deployments.

e The trade-off in Accuracy: While there is a slight
reduction in anomaly detection accuracy compared
to traditional deep learning models, the benefits in
energy efficiency and latency provide a compelling
case for using SNNs in specific applications.
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Research Implications

e 0T System Design: The findings suggest that
incorporating neuromorphic computing models
like SNNs into 10T systems can lead to significant
improvements in energy efficiency and real-time
performance, particularly in resource-constrained
environments.

e Edge Computing: This research supports the shift
toward edge computing in 10T systems, where low-
power, real-time processing is crucial. SNNs can
play a pivotal role in enabling intelligent,
autonomous loT devices.

e Sustainable Al: The energy-efficient nature of
SNNs contributes to the development of
sustainable Al solutions, reducing the overall
energy footprint of 10T networks.

Limitations

e Accuracy Trade-off: SNN models, while more
efficient, tend to have slightly lower accuracy
compared to traditional deep learning models,
which may not be suitable for all applications.

e Hardware Constraints: The implementation of
SNNs is currently limited by the availability of
neuromorphic hardware, which is still in the early
stages of development. This restricts widespread
adoption.

e The complexity of Model Training: Training SNNs
requires specialized knowledge and tools, which
may present a barrier to adoption for practitioners
not familiar with neuromorphic computing.

CONCLUSION

This research demonstrates the potential of Spiking
Neural Networks (SNNs) for real-time anomaly
detection in 10T systems, highlighting their advantages
in energy efficiency, detection latency, and scalability.
Despite a slight reduction in accuracy, the SNN
models outperform traditional deep learning models in
scenarios where energy consumption and real-time
processing are critical factors. Finally, the detected
anomalies are reported to a central monitoring system,
where they can be logged, analyzed, or used to trigger
automated responses. The algorithm's  design
emphasizes minimizing latency, ensuring that
anomalies are detected and reported in real-time,
making it ideal for deployment in energy-sensitive and
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time-critical 10T environments. This approach not
only enhances the responsiveness of the system but
also significantly extends the operational lifespan of
edge devices by reducing their energy consumption.
The findings suggest that SNNSs, particularly when
deployed at the edge, can play a key role in advancing
the design of sustainable and efficient Al-driven loT
networks. Future work should focus on addressing the
accuracy gap and exploring the broader application of
SNNs across different 10T domains.
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