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Adversarial Robustness in Transfer Learning Models

PRAVEEN KUMAR MYAKALA

Abstract- Transfer learning has become a
cornerstone technique for adapting pre-trained
models to diverse downstream tasks, significantly
reducing data requirements. However, the extent to
which adversarial robustness is retained or degraded
during transfer learning remains unclear. This study
systematically evaluates the adversarial
vulnerabilities of transfer learning models across
fine-tuning strategies, such as full fine-tuning, layer
freezing, and feature extraction. Our experiments,
conducted on benchmark datasets, reveal that
adversarial pretraining improves robustness by up to
25% under Projected Gradient Descent (PGD) and
Fast Gradient Sign Method (FGSM) attacks com-
pared to standard fine-tuning approaches.
Additionally, freezing batch normalization layers
during fine-tuning preserves robust- ness, likely due
to the stabilization of learned feature distributions
and prevention of gradient amplification. This study
provides actionable insights for designing transfer
learning pipelines that are not only accurate but also
robust against adversarial threats, with implications
for applications in healthcare, autonomous systems,
and finance.

Indexed Terms- Transfer Learning, Adversarial
Robustness, Fine-tuning, Adversarial Attacks, Batch
Normalization, Deep Learning

I INTRODUCTION

Transfer learning has become a cornerstone of modern
ma- chine learning, offering a powerful framework for
leveraging pre-trained models to address a wide
variety of downstream tasks [1]. By reusing
knowledge acquired during training on large source
datasets, transfer learning significantly reduces the
need for task-specific data and computational
resources. This adaptability has led to its widespread
adoption in fields such as computer vision, natural
language processing, and healthcare [2]. However,
despite its popularity, the robustness of transfer
learning models against adversarial attacks—a crucial
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consideration in safety-critical applications—remains
underexplored.

Adversarial attacks exploit vulnerabilities in machine
learning models by introducing subtle, often
imperceptible perturbations to input data that can
mislead models into making incorrect predictions [3].
Common attack methods, such as the Fast Gradient
Sign Method (FGSM) [4] and Projected Gradient
Descent (PGD) [5], pose significant threats to model
reliability. While adversarial training and robust
optimization have been effective in improving the
resilience of static models [5], the unique challenges
posed by transfer learning—such as domain shifts,
fine-tuning strategies, and interactions between pre-
trained and adapted components—require further
investigation to ensure robustness.

In recent studies, adversarially robust models have
been observed to learn more transferable feature
representations, which may enhance robustness in
downstream tasks [16]. However, conflicting findings
suggest that fine-tuning can sometimes degrade
robustness, particularly in scenarios with significant
divergence between the source and target domains
[17]. These observations raise important questions
about how transfer learning strategies influence
adversarial robustness and how these strategies can be
optimized to mitigate vulnerabilities.

To address these questions, this study systematically
ex- amines the adversarial robustness of transfer
learning models under various fine-tuning strategies,
including full fine- tuning, feature extraction, and
layer freezing. In addition, the study evaluates the
effectiveness of robustness-enhancing techniques,
such as adversarial pretraining and freezing batch
normalization layers during fine-tuning, to stabilize
feature representations.

The primary contributions of this work are as follows:
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e A comprehensive analysis of adversarial
vulnerabilities in transfer learning models across
multiple fine-tuning strategies.

e Proposed methods for improving robustness,
including adversarial pretraining and stabilization
techniques during adaptation.

e Actionable insights for designing robust transfer
learn- ing pipelines, particularly for safety-critical
applications such as healthcare, autonomous
systems, and financial services.

By addressing the interplay between transfer learning
and adversarial robustness, this work aims to provide
a deeper understanding of secure and reliable model
adaptation  techniques,  contributing to the
advancement of robust machine learning systems.

1. BACKGROUND AND RELATED WORK

A. Transfer Learning

Transfer learning has become an essential paradigm in
ma- chine learning, enabling models trained on large-
scale datasets to be effectively adapted for diverse
downstream tasks [1]. The technique typically
involves pretraining a model on a source dataset and
then fine-tuning it on a smaller, task-specific target
dataset. This approach not only reduces the need for
extensive labeled data in the target domain but also
accelerates  training  convergence, making it
particularly useful in domains such as computer vision
and natural language processing [2]. Pretrained
models like ResNet [10] and BERT [11] have
demonstrated  remarkable transferability —across
various tasks.

Fine-tuning strategies play a critical role in transfer
learning and can significantly impact performance and
robustness. Common approaches include:

e Full Fine-Tuning: Updating all layers of the
pretrained model to adapt to the target task.

e Layer-Wise Fine-Tuning: Gradually unfreezing
and fine- tuning layers, starting with the task-
specific layers.

e Adapter Modules: Adding lightweight modules to
the pretrained network and fine-tuning only these
modules while keeping the majority of the
pretrained parameters fixed [12].
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While these strategies have been extensively studied
for im- proving task-specific performance, their
effects on  adversarial  robustness  remain
underexplored, especially in scenarios with domain
shifts or small target datasets.

B. Adversarial Attacks in Machine Learning
Adversarial attacks exploit the vulnerability of
machine learning models by introducing small,
carefully crafted per- turbations to inputs, causing
incorrect predictions [3]. These attacks pose
significant threats in safety-critical applications like
healthcare and autonomous systems. Prominent attack
methods include:

o Fast Gradient Sign Method (FGSM) [4]: A single-
step attack that perturbs inputs in the direction of
the gradient of the loss function.

e Projected Gradient Descent (PGD) [5]: An
iterative attack that projects perturbed inputs back
into an e- bounded neighborhood.

e DeepFool [7]: An iterative attack designed to find
the smallest perturbation required to alter the
model’s decision.

Adversarial training is one of the most effective
defense mechanisms and involves augmenting training
data with adversarially perturbed examples to improve
robustness [5]. This method is commonly categorized
into:

e White-Box Training: Where the attacker has full
knowl- edge of the model architecture and
parameters, making the defense more stringent.

e Black-Box Training: Where the attacker has
limited knowledge, often leading to models with
partial robust- ness.

While adversarial training can significantly improve
model robustness, it is computationally intensive and
often results in reduced standard accuracy. Moreover,
its effectiveness in transfer learning settings,
particularly when adapting to new tasks or domains,
remains understudied.

C. Adversarial Robustness in Transfer Learning

Adversarial robustness in transfer learning is a
relatively nascent area of research. Existing studies
provide mixed insights into how robustness transfers
from source to target tasks. For instance, robust
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models trained on source domains have been shown to
retain some degree of robustness when fine-tuned on
target tasks, suggesting that robust feature
representations are partially transferable [15]. Tsipras
etal.

[16] hypothesize that robust models learn features
aligned with human-perceptible patterns, making
these features more generalizable across tasks.

However, Shafahi et al. [17] report that fine-tuning can
degrade robustness, particularly when target domains
differ significantly from source domains. This
degradation often arises from changes in the feature
space during adaptation, as task-specific fine-tuning
can overwrite robust features learned during
pretraining. To mitigate these challenges, technigues
such as:

e Freezing Pretrained Layers: Retaining the source
model’s robust features by freezing some or all
pretrained layers during fine-tuning [19].

o Adversarial Pretraining: Training on adversarially
perturbed data at the pretraining stage to produce
more transferable robust features [18].

have been proposed, but their effectiveness varies
depending on the task and domain.

Despite these efforts, a comprehensive understanding
of how different fine-tuning strategies impact
adversarial robust- ness in transfer learning settings is
lacking. This research aims to address this gap by
systematically  investigating  the  adversarial
vulnerabilities of transfer learning models and
exploring methods to enhance robustness. By focusing
on the interplay between fine-tuning strategies,
adversarial training, and domain shifts, this study
contributes to advancing secure and reliable model
adaptation techniques.

.  METHODOLOGY

This section outlines the experimental design used to
investigate adversarial robustness in transfer learning.
The datasets, model architectures, fine-tuning
strategies, adversarial attack methods, evaluation
metrics, and computational setup are described in
detail to ensure reproducibility.
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A. Datasets

To evaluate adversarial robustness across diverse

scenarios, we selected datasets from different domains

with varying complexity and characteristics:

e CIFAR-10 [6]: A dataset consisting of 60,000 32 x
32 RGB images categorized into 10 classes. It
includes 50,000 training samples and 10,000 test
samples and is widely used for benchmarking
adversarial robustness.

o ImageNet (Subset) [8]: A subset of the ImageNet
dataset, containing 224 x 224 RGB images from
100 randomly chosen classes, with 50,000 training
images and 5,000 validation images. This dataset
represents a large-scale, high-resolution setting.

e ChestX-ray8 [9]: A dataset of grayscale chest X-
ray images, comprising 112,120 labeled images
across 14 disease classes. We selected 8,000
training and 2,000 test images resized to 224 x 224,
representing a domain- specific, real-world
medical use case.

These datasets were chosen to analyze how dataset
character- istics, such as image resolution, domain,
and scale, influence adversarial robustness in transfer
learning.

B. Model Architectures

We utilized widely adopted pretrained models for

transfer learning:

e ResNet-50 [10]: A convolutional neural network
(CNN) with residual connections, pretrained on
ImageNet.

e Vision Transformer (ViT) [14]: A transformer-
based model leveraging self-attention, pretrained
on large-scale image datasets.

o DenseNet-121 [13]: A CNN with dense
connectivity, known for efficient feature
propagation, pretrained on ImageNet.

These models represent different architectures (CNNs
and transformers), allowing us to explore how
architectural differences affect robustness.

C. Fine-Tuning Strategies
To study the impact of fine-tuning on adversarial
robustness, we employed three strategies:

ICONIC RESEARCH AND ENGINEERING JOURNALS 774



© JUL 2022 | IRE Journals | Volume 6 Issue 1 | ISSN: 2456-8880

e Full Fine-Tuning: All layers of the pretrained
model are updated during training on the target
dataset.

e Feature Extraction: Only the final classification
layer is trained, while the pretrained backbone
remains frozen.

e Layer-Freezing: Certain layers of the pretrained
model are frozen based on their depth, with deeper
layers closer to the classification head being fine-
tuned. Layers were selected based on empirical
analysis of gradient flow and feature representation
stability.

D. Adversarial Attack Methods

Adversarial robustness was evaluated using widely

used attack methods:

o Fast Gradient Sign Method (FGSM) [4]: A single-
step attack that perturbs inputs in the direction of
the gradient of the loss function.

e Projected Gradient Descent (PGD) [5]: An
iterative attack that projects perturbed inputs back
into an e- bounded neighborhood.

o DeepFool [7]: An iterative attack designed to find
the smallest perturbation required to alter the
model’s pre- diction.

Each attack was applied with perturbation budgets ()

ranging from 0.01 to 0.1 in steps of 0.02, allowing a

detailed analysis of robustness under varying levels of

adversarial threat.

E. Evaluation Metrics

The performance of each model was measured using:

e Standard Accuracy: Classification accuracy on
clean, unperturbed test samples.

o Adversarial Accuracy: Classification accuracy on
adversarially perturbed test samples.

e Robustness Drop: The difference between standard
ac- curacy and adversarial accuracy, indicating the
extent of robustness trade-off.

Metrics were computed across datasets, models, and
fine- tuning strategies to identify trends and trade-offs.

F. Robustness-Enhancing Techniques

To address adversarial
implemented the following techniques:
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» Adversarial Pretraining: Pretraining models on
adver- sarially perturbed source domain data to
enhance the transferability of robust features.

« Batch Normalization Freezing: Freezing batch nor-
malization layers during fine-tuning to stabilize
feature distributions and preserve robustness.

« Adversarial Data Augmentation: Augmenting the
target dataset with adversarially perturbed
examples during fine- tuning to improve
robustness on the target domain.

G. Experimental Setup

All experiments were conducted using PyTorch [20],
with pretrained weights from publicly available model
repositories. Training and fine-tuning were performed
using the Adam optimizer with a learning rate of 1 x
10—4 and batch size of 32. Adversarial attacks were
implemented using the Foolbox library [21]. The
experiments were run on NVIDIA Tesla V100 GPUs,
with each setup repeated three times to ensure
statistical significance. Average results are reported
with stan- dard deviations.

IV.  RESULTS AND DISCUSSION

This section presents the experimental findings and
their implications for adversarial robustness in transfer
learning. Results are analyzed across datasets, models,
and fine-tuning strategies, followed by an exploration
of robustness-enhancing techniques and key trade-
offs.

A. Standard and Adversarial Accuracy

Table | shows the standard accuracy and adversarial
accu- racy under FGSM, PGD, and DeepFool attacks
for different combinations of datasets, models, and
fine-tuning strategies.

TABLE |
STANDARD AND ADVERSARIAL ACCURACY
(%) ACROSS DATASETS, MODELS, AND FINE-
TUNING STRATEGIES.

Dataset Model  [Strategy Standard [FGSM | PGD
CIFAR-10  [ResNet-50[Full Fine- 01.3 75.4 63.2
I Tuning
vulnerabilities, ~we |CIFAR-10  |[ResNet-50Feature 89.6 721 | 598
Extraction
CIFAR-10  |ResNet-50|Layer-Freezing [90.5 78.3 65.7
ImageNet  ViT Full Fine- 88.7 70.1 56.9
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Adversarial Accuracy (1%

CIFAR-10

Chestx:-ray

Fig. 1. Adversarial accuracy (%) under PGD attacks
across datasets and fine- tuning strategies.

b) Key Observations:

* Across all datasets, Layer-Freezing consistently
out- performed other strategies in adversarial
accuracy, with improvements of up to 5.2% over
Full Fine-Tuning under PGD attacks.

» Transformer-based architectures (e.g., ViT)
showed greater adversarial robustness compared to
CNNss, likely due to their ability to capture global
dependencies.

» Domain-specific datasets (e.g., ChestX-ray)
exhibited lower robustness, highlighting the
challenges of applying transfer learning in
specialized applications.

B. Statistical Significance

To ensure the reliability of results, each experiment
was repeated three times, and statistical significance
was assessed using paired t-tests. For example, the
improvement in adver- sarial accuracy for Layer-
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[Tuning
ImageNet  |ViT Feature 86.2 66.5 54.3
Extraction
ImageNet  |ViT Layer-Freezing [87.9 73.8 58.1
ChestX-ray [DenseNet-[Full Fine- 82.4 65.2 54.8
121 [Tuning
ChestX-ray [DenseNet-[Feature 80.9 60.3 50.1
121 Extraction
ChestX-ray |[DenseNet-|Layer-Freezing {81.8 68.4 55.7
121
a) Visualizing Trends:
To complement the table, Figure 1 visualizes the
adversarial accuracy under PGD attacks for each fine-
tuning strategy. The Layer-Freezing strategy
consistently achieves higher robustness across
datasets, particularly for CIFAR-10.
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Freezing over Full Fine-Tuning was statistically
significant (p < 0.05) across all datasets.

C. Impact of Robustness-Enhancing Techniques

The effects of robustness-enhancing techniques are
shown in Table Il. Adversarial pretraining and
augmentation signifi- cantly improved adversarial
accuracy, while Batch Normaliza- tion Freezing
stabilized performance across runs.

TABLE I

ADVERSARIAL ACCURACY (%) WITH
ROBUSTNESS-ENHANCING TECHNIQUES
UNDER PGD ATTACKS.

Dataset

Baseline
(Layer-Freezing)

With
Pretraining

With
Augmentati
on

CIFAR-10

65.7

72.4

70.2

ImageNet

58.1

64.7

63.3

ChestX-ray

55.7

60.8

59.5

a) Error Analysis: An error analysis was conducted to
understand model behavior under adversarial
attacks. For CIFAR-10, the majority of errors
occurred on visually sim- ilar classes (e.g., cat vs.
dog), while for ChestX-ray, errors were more
prevalent in cases with overlapping features (e.g.,
pneumonia vs. other lung diseases). This suggests
that domain- specific robustness requires further
exploration.

D. Trade-Offs Between Standard and Adversarial
Accuracy

Figure 2 illustrates the trade-off between standard and
adversarial accuracy for  robustness-enhancing
techniques. Ad- versarial pretraining reduced standard
accuracy by 1.2% on CIFAR-10 but improved
adversarial accuracy by 6.7%. Such trade-offs are
critical for balancing robustness and perfor- mance in
real-world applications.
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513 . = Standard Accuracy

Adversarial Accuracy
B2.4

80 -

Accuracy (%)
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CIFAR-10 ImageNet Chestx-ray
Datasets

Fig. 2. Trade-off between standard and adversarial
accuracy across datasets.

E. Limitations

While the findings are promising, this study has

several limitations:

» Limited Datasets: The study used three datasets,
which, while diverse, may not fully represent all
real-world scenarios.

» Specific Attack Methods: Only FGSM, PGD, and
Deep- Fool were considered. Future work could
explore robust- ness against newer, more complex
attacks.

« Computational Resources: Adversarial pretraining
and augmentation are computationally expensive,
which may limit scalability.

F. Discussion of Results

The results highlight several critical findings:

» Layer-Freezing Strategy: Preserving robust
pretrained features by freezing certain layers
proved to be the most effective fine-tuning strategy
for adversarial robustness.

* Robustness Techniques: Adversarial pretraining
and augmentation emerged as critical tools for
improving robustness, particularly when paired
with Layer-Freezing.

» Dataset Challenges: Domain-specific datasets like
ChestX-ray  require  additional  robustness
considerations due to their unique distributions.

These findings offer actionable insights for
practitioners seeking to design robust transfer learning
pipelines. For high- stakes applications, combining
Layer-Freezing with adversar- ial pretraining or
augmentation is recommended to achieve a balance
between robustness and efficiency.
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CONCLUSION

In this study, we systematically investigated the
adversarial robustness of transfer learning models
under various fine- tuning strategies, architectures,
and datasets. Our findings provide valuable insights
into the interplay between transfer learning and
adversarial robustness, offering actionable rec-
ommendations for designing robust pipelines in real-
world applications.

A. Summary of Findings

The key findings of this study are:

* Fine-Tuning Strategies: The Layer-Freezing
strategy consistently outperformed Full Fine-
Tuning and Feature Extraction in adversarial
robustness, preserving robust feature
representations while adapting to the target do-
main.

» Model Architectures: Transformer-based models
(e.g., Vision Transformers) demonstrated higher
robustness compared to CNNs, suggesting that
attention mechanisms play a critical role in
mitigating adversarial vulnerabili- ties.

» Dataset Characteristics: Robustness degraded
signifi- cantly in domain-specific datasets like
ChestX-ray, high- lighting the challenges of
applying transfer learning to specialized fields.

» Robustness-Enhancing Techniques: Adversarial
pre- training and adversarial data augmentation
emerged as effective methods for improving
robustness, with adver- sarial pretraining showing
the largest gains across all datasets.

» Trade-Offs: A trade-off between standard accuracy
and adversarial robustness was observed,
emphasizing the need for careful strategy selection
based on application requirements.

B. Contributions

This study makes the following contributions:

« A comprehensive analysis of adversarial
robustness  across  fine-tuning  strategies,
architectures, and datasets.

» Demonstration of the efficacy of Layer-Freezing
and robustness-enhancing techniques in improving
adversarial robustness.

» Practical guidelines for designing robust transfer
learning pipelines that balance performance and
robustness for real-world applications.
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C. Broader Impact

The findings of this study have implications beyond
the specific domains explored, contributing to the
general advance- ment of robust and reliable machine
learning. In an era where adversarial threats pose
significant risks to the deployment of Al systems,
particularly in critical applications such as healthcare,
finance, and autonomous systems, the insights from
this research provide a foundation for building more
secure and trustworthy models. Furthermore, the
principles outlined in this work can be extended to
address robustness challenges in related fields, such as
federated learning, few-shot learning, and zero-shot
learning.

D. Limitations and Future Work

While this study provides valuable insights, it has

several limitations:

» Dataset Diversity: The study evaluated three
datasets from different domains, but further
exploration is needed to generalize findings across
larger and more diverse datasets.

» Attack Methods: We focused on FGSM, PGD, and
DeepFool attacks. Future research could
investigate ro- bustness against newer or more
sophisticated attacks, such as adaptive attacks and
adversarial patch-based methods.

« Computational Constraints: Adversarial
pretraining and augmentation are computationally
intensive, limiting their scalability. Future work
could explore lightweight robust- ness techniques
for transfer learning.

Future directions include:

» Developing hybrid fine-tuning strategies that
combine Layer-Freezing with parameter-efficient
methods, such as adapter modules, to balance
robustness and computational efficiency.

» Investigating the role of pretraining data diversity
in enhancing robustness transferability across
domains.

» Creating metrics to quantify and predict robustness
trade- offs during transfer learning, enabling more
informed model selection and tuning.

E. Call to Action

We encourage researchers and practitioners to build
upon these findings and explore the directions outlined
in this work. In particular, the design of hybrid
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strategies, scalable robustness techniques, and new
metrics for quantifying ro- bustness trade-offs
represent promising areas for collaboration and
innovation. Addressing these challenges will be
crucial for advancing the robustness and reliability of
machine learning systems in both critical and everyday
applications.

F. Conclusion

This study advances the understanding of adversarial
robust- ness in transfer learning, providing a
foundation for future research and practical
applications. By demonstrating the importance of fine-
tuning  strategies  and robustness-enhancing
techniques, this work contributes to the development
of secure and reliable transfer learning pipelines. As
adversarial threats continue to evolve, the insights
presented here are expected to play a pivotal role in
shaping the next generation of robust and trustworthy
Al systems.
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